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“It’s not a conspiracy theory if the government admits they know about it.”

 

Laws Related to Power Grid Threats:

Public Law 106-398: National Defense Authorization Act for Fiscal Year 2001. October 30, 2000. [Note: Title XIV established the
EMP Commission.]   (accessed August 4, 2017).

Public Law 107-56: Uniting And Strengthening America By Providing Appropriate Tools Required To Intercept And Obstruct
Terrorism (USA Patriot Act) Act of 2001. October 26, 2001. [See Section 1016: “Critical Infrastructures Protection Act of
2001”]   (accessed March 17, 2018).

Public Law 107-296: Homeland Security Act of 2002. November 25, 2002. [See Title II: Information Analysis and Infrastructure
Protection]   (accessed March 17, 2018).

Public Law 109-58: Energy Policy Act of 2005. August. 8, 2005. [Note: Sec. 1211. Electric reliability
standards.]    (accessed January 12, 2018).

18 C.F.R. §39: Rules Concerning Certification of The Electric Reliability Organization; And Procedures for the
Establishment, Approval, and Enforcement of Electric Reliability Standards. 

 (accessed April 7, 2018).

18 C.F.R. §40: Reliability Standard for Transmission System Planned Performance for Geomagnetic Disturbance Events.
September 30, 2016.   (accessed January 14, 2018).

FERC Final Rule: Emergency Preparedness and Operations Reliability Standards. January 24,
2018.   (accessed January 26, 2018).

Public Law 114-92: National Defense Authorization Act for Fiscal Year 2016. November 25, 2015. [Note: extended the EMP
Commission until June 30, 2017.]   (accessed August 4, 2017).

Public Law 114-94: “Fixing America’s Surface Transportation Act” or the “FAST Act.” December 4, 2015. [Note: Section 61003 adds a
new section 215A, titled “Critical Electric Infrastructure Security,” to Part II of the Federal Power Act (FPA), codified at 16 U.S.C.
824o-1.]    (accessed January 12, 2018).

Public Law 114-328: National Defense Authorization Act for Fiscal Year 2017. December 23, 2016. [Note: Section 1913. EMP and
GMD Planning, Research and Development, and Protection and Preparedness.]  

 (accessed August 4, 2017).

  [Note: Added definitions for “EMP” and “GMD”]

https://www.gpo.gov/fdsys/pkg/PLAW-106publ398/pdf/PLAW-106publ398.pdf

https://www.gpo.gov/fdsys/pkg/PLAW-107publ56/pdf/PLAW-107publ56.pdf

42 U.S.C. § 5195C – Critical Infrastructures Protection Act of 2001 

6 U.S.C. § 321 – The National Infrastructure Simulation and Analysis Center

https://www.gpo.gov/fdsys/pkg/PLAW-107publ296/pdf/PLAW-107publ296.pdf

https://www.gpo.gov/fdsys/pkg/PLAW-109publ58/pdf/PLAW-109publ58.pdf

16 U.S.C. § 824o—Electric reliability

https://www.gpo.gov/fdsys/pkg/CFR-2016-
title18-vol1/pdf/CFR-2016-title18-vol1-part39.pdf

https://www.gpo.gov/fdsys/pkg/FR-2016-09-30/pdf/2016-23441.pdf

https://www.gpo.gov/fdsys/pkg/FR-2018-01-24/pdf/2018-01246.pdf

https://www.congress.gov/114/plaws/publ92/PLAW-114publ92.pdf

https://www.gpo.gov/fdsys/pkg/PLAW-114publ94/pdf/PLAW-114publ94.pdf

16 U.S.C. § 824o-1—Critical electric infrastructure security

10 C.F.R. § 205.380 et seq.—U.S. Department of Energy. Internal Procedures for Issuance of a Grid Security Emergency Order

https://www.gpo.gov/fdsys/pkg/PLAW-
114publ328/pdf/PLAW-114publ328.pdf

6 U.S.C. §101—Definitions

https://michaelmabee.info/
https://www.gpo.gov/fdsys/pkg/PLAW-106publ398/pdf/PLAW-106publ398.pdf
https://www.gpo.gov/fdsys/pkg/PLAW-107publ56/pdf/PLAW-107publ56.pdf
https://www.gpo.gov/fdsys/pkg/USCODE-2010-title42/pdf/USCODE-2010-title42-chap68-subchapIV-B-sec5195c.pdf
https://www.gpo.gov/fdsys/pkg/USCODE-2015-title6/pdf/USCODE-2015-title6-chap1-subchapV-sec321.pdf
https://www.gpo.gov/fdsys/pkg/PLAW-107publ296/pdf/PLAW-107publ296.pdf
https://www.gpo.gov/fdsys/pkg/PLAW-109publ58/pdf/PLAW-109publ58.pdf
https://www.gpo.gov/fdsys/pkg/USCODE-2016-title16/pdf/USCODE-2016-title16-chap12-subchapII-sec824o.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2016-title18-vol1/pdf/CFR-2016-title18-vol1-part39.pdf
https://www.gpo.gov/fdsys/pkg/FR-2016-09-30/pdf/2016-23441.pdf
https://www.gpo.gov/fdsys/pkg/FR-2018-01-24/pdf/2018-01246.pdf
https://www.congress.gov/114/plaws/publ92/PLAW-114publ92.pdf
https://www.gpo.gov/fdsys/pkg/PLAW-114publ94/pdf/PLAW-114publ94.pdf
https://www.gpo.gov/fdsys/pkg/USCODE-2016-title16/pdf/USCODE-2016-title16-chap12-subchapII-sec824o-1.pdf
https://www.gpo.gov/fdsys/pkg/FR-2018-01-10/pdf/2018-00259.pdf
https://www.gpo.gov/fdsys/pkg/PLAW-114publ328/pdf/PLAW-114publ328.pdf
https://www.gpo.gov/fdsys/pkg/USCODE-2016-title6/pdf/USCODE-2016-title6-chap1-sec101.pdf
https://www.gpo.gov/fdsys/pkg/USCODE-2016-title6/pdf/USCODE-2016-title6-chap1-subchapII-partA-sec121.pdf
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Public Law 115-91: National Defense Authorization Act for Fiscal Year 2018. December 12, 2017. [Note: Section 1691. Commission
to Assess the Threat to the United States From Electromagnetic Pulse Attacks and Similar Events.]

  (accessed December 15, 2017).

 

EMP Commission Reports:

“Executive Report.” Commission to Assess the Threat to the United States from Electromagnetic Pulse (EMP) Attack. (2004). 
 (accessed October 28, 2017).

“Critical National Infrastructures.” Commission to Assess the Threat to the United States from Electromagnetic Pulse (EMP) Attack.
(2008).  (accessed October 28, 2017).

Letter from Dr. William R. Graham, Chairman, to the U.S. Nuclear Regulatory Commission. August 5,
2011.   (accessed April 7, 2018).

Letter from Dr. William R. Graham, Chairman, to Secretary of Energy Rick Perry. April 20, 2017. 
 (accessed February 27, 2018).

Statement for the Record of Dr. William R. Graham, Chairman, and Dr. Peter Vincent Pry, Chief of Staff, Commission to Assess the
Threat to the United States from Electromagnetic Pulse (EMP) Attack. Before the U.S. House of Representatives Committee on
Homeland Security. October 12, 2017  

 (accessed November 26, 2017).

“Assessing the Threat from Electromagnetic Pulse (EMP) Executive Report.” (July 2017) 
 (accessed May 9, 2018).

“Life Without Electricity: Storm-Induced Blackouts and Implications for EMP Attack.” (July 2017) 
(accessed May 9, 2018).

“Recommended E3 HEMP Heave Electric Field Waveform for the Critical Infrastructures.” (July
2017) 

 (accessed May 9, 2018).

 

Reports From Federal Agencies and Commissions on Grid Security:

U.S. Department of Energy, Sandia National Laboratories. “Interaction of Electromagnetic Pulse with Commercial Nuclear Power
Plant Systems.” February 1983.   (accessed December 23,
2017).

Oak Ridge National Laboratory. “HEMP Emergency Planning and Operating Procedures for Electric Power Systems.” January
1991.   (accessed December 31, 2017).

Oak Ridge National Laboratory. “Impacts of a Nominal Nuclear Electromagnetic Pulse on Electric Power Systems: Phase III Final
Report.” April 1991.    (accessed December 31, 2017).

Oak Ridge National Laboratory. “Electric Utility Experience Industry with Geomagnetic Disturbances.” September
1991.   (accessed December 31, 2017).

The Report of the President’s Commission on Critical Infrastructure Protection. October 1997.
 (accessed August 4, 2017).

Baker, George H. U.S. Department of Defense. MIL-STD-188-125-2, High-Altitude EMP Protection for Transportable Systems. March
3, 1999.   (accessed April 1, 2018).

U.S. General Accounting Office. “Critical Infrastructure Protection” Testimony before the Subcommittee on Technology, Terrorism
and Government Information, Committee on the Judiciary, U.S. Senate. July 25, 2001.

 (accessed August 5, 2017).

U.S. General Accounting Office. “Critical Infrastructure Protection” Report to the Committee on Governmental Affairs, U.S. Senate.
July 2002.  (accessed August 5, 2017).

U.S. General Accounting Office. “Critical Infrastructure Protection” Testimony before the Subcommittee on Oversight and
Investigations, Committee on Energy and Commerce, House of Representatives. July 9, 2002.

(accessed August 5, 2017).

6 U.S.C. §121(d)(26)(A)—Information and Analysis and Infrastructure Protection

6 U.S.C. §195f—EMP and GMD mitigation research and development

6 U.S.C. §321P—National planning and education

https://www.congress.gov/115/bills/hr2810/BILLS-115hr2810enr.pdf

EMP
Commission 2004 Report

https://permanent.access.gpo.gov/LPS101707/A2473-EMP_Commission-7MB.pdf

https://www.nrc.gov/docs/ML1127/ML11279A118.pdf

http://highfrontier.org/wp-
content/uploads/2018/02/PERRY-V-4-NEWEMPCltr2PERRY2017.pdf

http://docs.house.gov/meetings/HM/HM09/20171012/106467/HHRG-115-HM09-Wstate-
PryP-20171012.pdf

https://michaelmabee.info/wp-
content/uploads/2018/05/2017-Executive-Report-on-Assessing-the-Threat-from-EMP-FINAL-April2018.pdf

https://michaelmabee.info/wp-
content/uploads/2018/05/2017-Life-Without-Electricity-FINAL-April2018.pdf 

https://michaelmabee.info/wp-content/uploads/2018/05/2017-Recommended-E3-Waveform-for-Critical-Infrastructures-
FINAL-April2018.pdf

http://prod.sandia.gov/techlib/access-control.cgi/1982/822738-2.pdf

https://www.osti.gov/scitech/servlets/purl/6535803

http://www.dtic.mil/dtic/tr/fulltext/u2/a237104.pdf

https://www.osti.gov/scitech/servlets/purl/5985934

http://www.fas.org/sgp/library/pccip.pdf

https://works.bepress.com/george_h_baker/28/

https://www.gpo.gov/fdsys/pkg/GAOREPORTS-GAO-01-1005T/pdf/GAOREPORTS-GAO-01-1005T.pdf

http://www.gao.gov/new.items/d02474.pdf

http://www.gao.gov/assets/110/109467.pdf 

https://www.gpo.gov/fdsys/pkg/USCODE-2016-title6/pdf/USCODE-2016-title6-chap1-subchapII-partA-sec121.pdf
https://www.gpo.gov/fdsys/pkg/USCODE-2016-title6/pdf/USCODE-2016-title6-chap1-subchapIII-sec195f.pdf
https://www.gpo.gov/fdsys/pkg/USCODE-2016-title6/pdf/USCODE-2016-title6-chap1-subchapV-sec321p.pdf
https://www.congress.gov/115/bills/hr2810/BILLS-115hr2810enr.pdf
http://michaelmabee.info/wp-content/uploads/2017/10/EMP-Commission-Report-2004-exec_rpt.pdf
https://permanent.access.gpo.gov/LPS101707/A2473-EMP_Commission-7MB.pdf
https://www.nrc.gov/docs/ML1127/ML11279A118.pdf
http://highfrontier.org/wp-content/uploads/2018/02/PERRY-V-4-NEWEMPCltr2PERRY2017.pdf
http://docs.house.gov/meetings/HM/HM09/20171012/106467/HHRG-115-HM09-Wstate-PryP-20171012.pdf
https://michaelmabee.info/wp-content/uploads/2018/05/2017-Executive-Report-on-Assessing-the-Threat-from-EMP-FINAL-April2018.pdf
https://michaelmabee.info/wp-content/uploads/2018/05/2017-Life-Without-Electricity-FINAL-April2018.pdf
https://michaelmabee.info/wp-content/uploads/2018/05/2017-Recommended-E3-Waveform-for-Critical-Infrastructures-FINAL-April2018.pdf
http://prod.sandia.gov/techlib/access-control.cgi/1982/822738-2.pdf
https://www.osti.gov/scitech/servlets/purl/6535803
http://www.dtic.mil/dtic/tr/fulltext/u2/a237104.pdf
https://www.osti.gov/scitech/servlets/purl/5985934
http://www.fas.org/sgp/library/pccip.pdf
https://works.bepress.com/george_h_baker/28/
https://www.gpo.gov/fdsys/pkg/GAOREPORTS-GAO-01-1005T/pdf/GAOREPORTS-GAO-01-1005T.pdf
http://www.gao.gov/new.items/d02474.pdf
http://www.gao.gov/assets/110/109467.pdf
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U. S. Government Accountability Office.  Critical Infrastructure Protection: Challenges for Selected Agencies and Industry Sectors.
GAO-03-233, February 2003. 
(accessed August 4, 2017).

Idaho National Laboratory. Nuclear Regulatory Commission. “Reevaluation of Station Blackout Risk at Nuclear Power Plants .”
December 2005.   (accessed December 31, 2017).

National Academy of Sciences. Severe Space Weather Events—Understanding Societal and Economic Impacts. Washington:
National Academies Press, 2008.  (accessed August 6, 2017).

Congressional Research Service. Wilson, Clay. High Altitude Electromagnetic Pulse (HEMP) and High Power Microwave (HPM)
Devices: Threat Assessments. Washington:  July 21, 2008. http://www.fas.org/sgp/crs/natsec/RL32544.pdf (accessed August 6,
2017).

Perry, William J., Chairman. America’s Strategic Posture. The Final Report of the Congressional Commission on the Strategic
Posture of the United States. Washington, 2009. 
(accessed August 5, 2017).

Oak Ridge National Laboratory. Electromagnetic Pulse: Effects on the US Power Grid. Oak Ridge, TN: January, 2010.
 (accessed August 6, 2017).

Executive Summary. 
(accessed August 6, 2017).

FEMA. Managing Critical Disasters in the Transatlantic Domain – The Case of a Geomagnetic Storm. February 23-24, 2010. 
 (accessed November 26, 2017).

High-Impact, Low-Frequency Event Risk to the North American Bulk Power System. NERC / DOE. Washington, June 2010.

 (accessed
August 5, 2017).

Federal Energy Regulatory Commission (FERC) Technical Conference: “Risks to the Reliability of the Bulk-Power System.” February
8, 2011 .  (accessed April 12, 2018).

Oreskovic, Robert S.  (Colonel) U.S. Army War College. Electromagnetic Pulse—A Catastrophic Threat to the Homeland. March, 24,
2011.  (accessed August 5, 2017).

U.S. Department of Homeland Security. “Geomagnetic Storms: An Evaluation of Risks and Risk Assessments.” May
2011.   (accessed December 31, 2017).

National Academy of Sciences. Terrorism and the Electric Power Delivery System. Washington: National Academies Press, 2012.
 (accessed August 5, 2017).

Testimony of Dr. Peter Vincent Pry, Executive Director Task Force On National and Homeland Security, before the U.S. Federal
Energy Regulatory Commission Technical Conference on Geomagnetic Disturbances to the Bulk Power System. April 30, 2012.

 (accessed August 5, 2017).

U.S. Department of Energy. Large Power Transformers and The U.S. Electric Grid. June
2012.   (accessed
September 23,2017).

National Intelligence Council. Global Trends 2030: Alternative Worlds. December
2012.   (accessed April 20, 2018)

Congressional Research Service. Fischer, Eric A. Federal Laws Relating to Cybersecurity: Overview and Discussion of Proposed
Revisions.  Washington, June 20, 2013.  (accessed August 5, 2017).

Department of Homeland Security. National Infrastructure Protection Plan NIPP 2013: Partnering for Critical Infrastructure
Security and Resilience. 
(accessed February 14, 2018).

Chrosniak, Kenneth D. & Ayers, Cynthia E. Center for Strategic Leadership and Development U.S. Army War College.  “Terminal
Blackout: Critical Electric Infrastructure Vulnerabilities and Civil-Military Resiliency.” October 2013.

 (accessed May 9, 2018).

Interagency Security Committee. Presidential Policy Directive 21 Implementation: An Interagency Security Committee White
Paper. February 2015. 

 (accessed August 4, 2017).

Nuclear Regulatory Commission. Letter to U.S. House of Representatives Peter J. Visclosky, April 30,
2015.    (Accessed December 31, 2017).

U. S. Government Accountability Office.  Critical Infrastructure Protection: Preliminary Observations on DHS Efforts to Address
Electromagnetic Threats to the Electric Grid, GAO-15-692T, July 22, 2015.  (accessed
August 4, 2017).

https://www.gpo.gov/fdsys/pkg/GAOREPORTS-GAO-03-233/pdf/GAOREPORTS-GAO-03-233.pdf

https://www.nrc.gov/reading-rm/doc-collections/nuregs/contract/cr6890/

https://download.nap.edu/catalog.php?record_id=12507

https://www.usip.org/sites/default/files/America’s_Strategic_Posture_Auth_Ed.pdf

https://www.ferc.gov/industries/electric/indus-act/reliability/cybersecurity/ferc_meta-r-320.pdf
https://www.ferc.gov/industries/electric/indus-act/reliability/cybersecurity/ferc_executive_summary.pdf

https://www.fema.gov/media-library-data/20130726-1739-25045-1072/summary_geomag.pdf

https://energy.gov/sites/prod/files/High-Impact%20Low-
Frequency%20Event%20Risk%20to%20the%20North%20American%20Bulk%20Power%20System%20-%202010.pdf

https://www.ferc.gov/CalendarFiles/20110218071254-AD11-6-02-08-11.pdf

http://www.hsdl.org/?view&did=724415

https://www.dhs.gov/xlibrary/assets/rma-geomagnetic-storms.pdf

https://www.nap.edu/catalog/12050/terrorism-and-the-electric-power-delivery-system

https://www.ferc.gov/CalendarFiles/20120502132652-Pry,%20Homeland%20Security.pdf

https://energy.gov/sites/prod/files/Large%20Power%20Transformer%20Study%20-%20June%202012_0.pdf

https://www.dni.gov/files/documents/GlobalTrends_2030.pdf

https://fas.org/sgp/crs/natsec/R42114.pdf

https://www.dhs.gov/sites/default/files/publications/national-infrastructure-protection-plan-2013-508.pdf

http://www.dtic.mil/dtic/tr/fulltext/u2/a606108.pdf

https://www.dhs.gov/sites/default/files/publications/ISC-PPD-21-Implementation-White-Paper-2015-
508.pdf

https://www.nrc.gov/docs/ML1511/ML15117A390.pdf

http://www.gao.gov/assets/680/671554.pdf

https://www.gpo.gov/fdsys/pkg/GAOREPORTS-GAO-03-233/pdf/GAOREPORTS-GAO-03-233.pdf
https://www.nrc.gov/reading-rm/doc-collections/nuregs/contract/cr6890/
https://download.nap.edu/catalog.php?record_id=12507
https://www.usip.org/sites/default/files/America's_Strategic_Posture_Auth_Ed.pdf
https://www.ferc.gov/industries/electric/indus-act/reliability/cybersecurity/ferc_meta-r-320.pdf
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https://www.fema.gov/media-library-data/20130726-1739-25045-1072/summary_geomag.pdf
https://energy.gov/sites/prod/files/High-Impact%20Low-Frequency%20Event%20Risk%20to%20the%20North%20American%20Bulk%20Power%20System%20-%202010.pdf
https://www.ferc.gov/CalendarFiles/20110218071254-AD11-6-02-08-11.pdf
http://www.hsdl.org/?view&did=724415
https://www.dhs.gov/xlibrary/assets/rma-geomagnetic-storms.pdf
https://www.nap.edu/catalog/12050/terrorism-and-the-electric-power-delivery-system
https://www.ferc.gov/CalendarFiles/20120502132652-Pry,%20Homeland%20Security.pdf
https://energy.gov/sites/prod/files/Large%20Power%20Transformer%20Study%20-%20June%202012_0.pdf
https://www.dni.gov/files/documents/GlobalTrends_2030.pdf
https://fas.org/sgp/crs/natsec/R42114.pdf
https://www.dhs.gov/sites/default/files/publications/national-infrastructure-protection-plan-2013-508.pdf
http://www.dtic.mil/dtic/tr/fulltext/u2/a606108.pdf
https://www.dhs.gov/sites/default/files/publications/ISC-PPD-21-Implementation-White-Paper-2015-508.pdf
https://www.nrc.gov/docs/ML1511/ML15117A390.pdf
http://www.gao.gov/assets/680/671554.pdf
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Report with Appendix A-C Appendix D
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